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Introduc

- Security is among top pric
more than a decade. '

» This area still lacks appropri

— It took some time to recognize
management is “just another” c
making process under uncerta

— But existing risk management
of a limited use in informatio
because information technolo
rapidly changing that decad S Ol Y T
aggregates of data are not existing. -
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The outline of this

» Risk management basics (R

* Presentation of a generic ris
management model that supf
puterized implementation, coy
active, active, and pro active

» Overview of the latest approz
this field that are suitable w

» Evaluation of these approaches for

'. s

deployment in IS risk managemen
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T Risk Manager

* The main standards In this .

— Int. standards organization, Ir
security risk management, ISC
Geneva, 2008. R

— NIST, Managing Risk from Info
Systems, NIST SP 800-39 Draf
of Commerce, Washington D

— US Department of Health, Ba
Analysis and Risk Manager
of Health & Human Serwcex,’ Nashing
D.C., 2008. |
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IT Risk Manager

X

» According to these standa
wing basic RM elements ar
—asset(s) with its (their) value
vulnerability (vulnerabilities),

— threat(s), ‘

—risk as a consequence of assef
vulnerability and interaction \

— safeguards and risk minimiza
— security policy. e ..
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Generic
Risk Manageme

. Generic IT RM model [Tré

-

— It is based on system dynan

> System dynamics IS mtended
complex systems.

> It supports coverage of socio- te
systems. '

> It operates on the aggregates
— Our problem area 4

» has to address human factor ar
a whole; ;

> It has to operate at the aggre
provide computerized support.
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Risk managem
applicable init

+ 1S risk management metrics
effect” of two main (related)

— MITRE Corporation Common
Vulnerabilities and Exposure > €

— US National Vulnerability Data Y

* |n addition, a Complementa
Is focused on web applicati )
flaws is Open Web Application Se:
Project, or OWASP. Bl
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Risk manageme
applicable initia

» MITRE Corporation Commo
Vulnerabilities & Exposures D

—Vulnerabilities can be in one of
> publicly known, with no patch availz
vendor, or '

> publicly known, with a patch availak
vendor. ‘

« All vulnerabilities have an ID
eleven digit unique number wit
syntax as given in the table below:
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Risk manageme
applicable initiati

» Using this database as a fou
Jones Su tgests metric called D
vulnerabi Xposure) [Jones]:

—DVE is a sum of num. of publicly
vulnerabilities for a system s wit
rresponding patch on each day of

DVE (date) = E _ (datep, gen < date) |j_'L1'r:fE;1:r._.;,_.,_=:. = date

— DVE expresses for any given day |
exposure (number of ex osures) : :
system to those vulnerabilities that were
publicly disclosed prior to that day, but pa-
tches were not available until after that day.

ir B t., }
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Risk manage
applicable initi

* Harriri et al. suggest vuIn
(VI) [Harriri]:

— This index is based on qualita
gorical) assessment of a state ¢
(be it a router, a server or a clie
can be normal uncertain and

— Each of the above devices has
agent that measure the impact:
real-time (they calculate the ra
the changes of a normal and &
state). The vulnerability analys ne
statistically correlates the agent generated
events to system impact metrics.

s
—~N
' -
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Risk managem
applicable i."

* Harriri et al. suggest to us
iIndex (VI) [Hariril:

— For each kind of a system a i
impact factor (CIF) is calculate
fault scenario (FS). ;/r

— CIF iIs the ratio between two dif
the first is the difference betwe

normal and faulty operation c:

value, and the second Is the ¢

between the normal and acce
threshold value of this operation

parameter.
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Risk management I
applicable initiative

* Vulnerability index (V1) [Hariri]:v

P Fs |
CIF | CLLETL, F&p) =

nJs

i T
C@norm — CRfauir

CIF(server.Fi ) =——————
| ll:-'l'r'l el pra s L '-r‘l A |

‘..A

— Now the system impact factor (SlF) can b_é
obtained that identifies how a fault affects
the whole (sub)network.
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evaluating the weighted IFs of all
components. This means the per¢
components in vulnerable states (
re CIF exceeds normal op. threshe

— Component oper. state (COS) equalstol
when the component operates in an abnor=y
mal state (that is, CIF; > d), and O when it
operates in a normal state (CIF, < d).
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Risk manage
applicable initi

* Other metrics approache,

— The first one is survivability ar
a fault is injected Iin systems s
and consequences are visualize
scenario graphs. - not really
metric.

— Graph-based network vulnerabil
analysis, where a database of
attacks is used and applied to
network configuration to ider
probable attack paths). , |

— Attack trees, which are similar to forr
technique, but of a more general nature.

& -
- \..- 4 ..'-‘
1
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Computer su
IT risk manag

» For SIFs, we are studying t’
» deployment of SNMP or

- deployment of slim agents,
CORBA.

* In both cases an “engine” co
to calculate aggregates exp
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Conclusi

+ Thanks to some US initia \
there exists now a basis for
risk management of IT / IS.

» We have developed a gene;
dynamics based RM model th

still a matter of research;'ﬁ
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