Towards a Quantitative
Risk Management Engine

Implementation

COST ECON(@Tel Workshop WG4
Ljubljana, May 21, 2010

Univerza v Ljubljani

I L I
R R |
[EERH RN e |

Iztok Starc, Denis Tréek




Outline

¢ Introduction
® Past work

® Open Questions

® The QnRME Domain Model Proposal

° Requirements
° Methodology

® Proposal

® The QnRME Domain Model Analysis
® Conclusions

® [iterature




Introduction

e Past work:

® Risk management standards:
The ISO 27000 series of standards [1,2,3,4]

° Vulnerability enumerations:
CVE [5]
and others [6]

® Security Metrics:
DVE [7]
BAR [8]
Vulnerability Index (CIF, COS, SIF) [9]
and others [10]

® The Generic IT - Risk Management (GIT-RM) [10]
System Dynamics model [11].




Introduction cont’d

® The open question of interest [10]:

® How to integrate the GIT-RM model
with DVE/SCAP and
with SIF? -

How to integrate. 7

distributed database
(enumerations)

local area network

The GIT-RM engine integration model is courtesy of Prof. Dr. Denis TrCek [10]. /




The Quantitative Risk Management Engine (QnRME)
Domain Model Proposal

® Requirements:

® Compliance with the ISO 27000 series of standards.
® Consistency with the GIT-RM Model.

® Assistance for

specification, construction and documentation of platform independent models
that can be used further for

® refinement and construction of platform specific models and

o construction of proprietary application solutions.
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The QNRME Domain Model Proposal cont’d

© Methodology:

® A need for sqﬁware engineering modeling language to
facilitate effective implementation:

* While SD models are good at capturing behavioral complexity at macro
level of a system being modeled,

® UML models [12, 13] are good at capturing structural complexity of a
software system. Both models complement each other.

® Integration of UML and SD models [14,15,16].

® 7o justify the mapping between these two models:
justyjy ppng

e Communication diagrams to show how objects of the QuRME model
collaborate in a use case,

* that should reflect system thinking [11] in the GITRM model.
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Figure 1: The QnRME model (part 1)

A threat agent’s perspective on risk management.
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Figure 2: The QnRME model (part 2)

An owner’s perspective on risk management.
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Figure 3: The QnNRME model (full model)

A merged model with 4 additional relationships.




The QNRME Domain Model Analysis

® Is the mapping between the GIT-RM and the QnRME

consistent?

® Do identitied metrics of the GIT-RM apply to the QnRME as
well?

® How?
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Figure 4: The mapping between the GIT-RM and the QnRME

The GIT-RM model subfigure on the right side is courtesy of Prof. Dr. Denis TrCek [10].
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Figure 5: The DVE use case on the QnRME model

The DVE use case demonstration to justify the mapping of metrics between the GIT-RM and the
QnRME model.




Conclusions

e Contribution:

® We have justified the mapping between the GI'T-RM and the
QnRME model.

® We have demonstrated that metrics suitable to the GIT-RM apply
to the QnRME model as well.

® The QnRME model as a stepping stone towards a Quantitative
Risk Management Engine Implementation.

e Further research:
® Improvement of the GIT-RM.
® Improvement of the QnRME.

® Exploration, definition and integration of new metrics.
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